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Die Vertraulichkeit von Information und Wissen (Confidentiality) ist eine
elementare Grundlage fur die Zusammenarbeit gerade in Private/Public
Partnerships. Dies setzt voraus, dass der Besitzer von Information und
Wissen die uneingeschrankte Kontrolle uber sein intellektuelles Eigentum
behalt und das Wissen nicht von Dritten missbraucht werden kann.

Daten durfen nicht von der Konkurrenz lesbar sein
Programme durfen nicht fur die Konkurrenz nutzbar sein

Das es Daten und Programme gibt darf nicht fir die Konkurrenz sichtbar
sein!

Wie die Daten und Programme genutzt werden (Prozesse und Workflows)
darf fur die Konkurrenz nicht sichtbar sein!

Geistiges Eigentum und der Stand der Entwicklung muss gesichert werden.



The Three Problem Pillars
of In-Grid Security
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« Multiple Users / Producers operate on the same

Node at the same time (Shared Use)

@ Producer can install Software on Producers

Node (Privilege)

« Number of Users / Producers is large and

fluctuates over time (Shared use, Scale and

Dynamics)



Threat Tree

® [xternal: standard
threats of any
distributed system

Privilege: threats posed
by the administrative
rights needed by the
Producers

Shared Use: threats
posed by multiple
Users or Producers
using the same
resource at the same
time
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Standard Grid Security B
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What happens behind these doors is hardly regulated!

Just like in a beehive.
Once you have passed the outer defences you are free to do what you like.



Sandbox Options
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@ Java Sandboxes

@ Secure Service
ClassLoaders

@ Process Sandboxes
® Jails
@ Systrace
@ (OS Sandboxes
Xen
@ (QpenVZ
@ Virtuozzo
@ Virtual PC
@ VMWare

Host Operating System

JVM Sandbox

Globus Toolkit 4

Sandbox Manager

Sandbox Policies
Configure

Configure

Service Sandbox

Service Sandbox

Communicate
Service Sandbox

Virtual Operating System

Java Conf Jail Conf Virtual OS Conf

Native Service Sandbox
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Integrated Legacy
Grid Application

Virtual Operating System

Standalone Legacy
Grid Application




Xen Grid Engine

Cluster Headnode

The Internet

Headnode

JobHandler

Cluster
Commands
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: xged_user
VMManager | Level of Trust, ...

Verwaltung
UserManager der virtuellen

Cluster
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Finished:
 DMZ configuration

create new VM

 Simple User/\VM mapping rS—

* Rough VM configuration Job Scheduling
Todo:

Job execution

e Data separtion on Job accounting

DMZ Headnode

* VO based User/\VM mapping
e SLA based VM configuration
* TPM protection of VMs
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